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Fission Batteries

onomy
Plug-&-play nuclear reactor EC ic

- Should function just like a battery

- Attributes

Fission
Economical Battery
- Standardized Attributes
Installed
Unattended

Reliable
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The Dual Error Propagation Method
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Motivation

. Need for accurately modeling digital I&C reliability.

- Some challenges include:
-  Exploding state-spaces
. CCEF effects
- Hardware-Software combination failures
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What is DEPM?

DEPM
IS @ method for mapping system states onto failure states.

combines two* Markov chains.
splits state transitions into control flows and data paths.

can be used for fault injection, error propagation analysis, etc.
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A Software DEPM Example

Example Source Code

{DATA_1, DATA_3} = function A();

DATA_2 = function B(DATA_1);

DATA_4 = function C(DATA_2, DATA_3);




NC STATE UNIVERSITY The Dual Error Propagation Method - Software Example

Example Source Code

{DATA_1, DATA_3} = function A();

DATA_2 = function B(DATA_1);

/(’ DATA-FLOW ARC

DATA 4
DATA_4 = function C(DATA_2, DATA_3); -
DATA 4 CORRUPT )

f CONTROL-FLOW ARC

10
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ID | Data Flow (DF) Control Flow (CF)

always:
A | - withP(0.9): DATA 1 = ok & DATA 3 = ok

. . _ _ - with P(1.0): GOTO B
- with P(0.1): DATA 1 = error & DATA 3 = error ~ { BRANCHING ERROR

always:

if DATA 1 = ok, then: :
. with P(1.0): DATA 2 = ok always: -
B | else: . with P(0.3): GOTO A i () UNINITIALIZED ELEMENT
. with P(0.8): DATA 2 = ok . with P(0.7): GOTO C :
i
i

- with P(0.2): DATA 2 = error

if DATA 2 = ok & DATA 3 = ok, then:
- with P(1.0): DATA 4 = ok

C | else: -
- with P(0.8): DATA 4 = error
- with P(0.2): DATA 4 = ok

/(’ DATA-FLOW ARC

j CONTROL-FLOW ARC

Observer Term Logical Expression

BRANCHING ERROR | (CF=B) AND (CF' = A)

DATA 4 CORRUPT (DATA 4) = ("OK) 11
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9,
9 Event Sequence Diagram [ Event Tree
9,
9,

Dual Error Propagation Graph
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Case Study
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Table 4.3. Ambient temperature, phase durations and total elapsed time since ignition for fire phases I through IV.

O  Phase Temperature [°C] Phase Duration [min] Elapsed Time tp, [min]

I Ignition Nuw=20°C,o =10°C) Nu=120m,o = 10m) Om

I  Propagation Nu=75°C,0 =45°C) N(u=15m,0 = 5m) Nu=120m,oc = 10m)
III  Peak N(u=275°C,0 =50°C) Nu=30m,o =10m) N(u=135m,0 = 11.2m)

IV~ Mitigation Nw=20°C,oc =10°C) — N(u=165m,c = 15m) 14
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Table 4.4: Alert delays and elapsed time for fire alerts during phases I, 11, and III.

O Phase Phase Alert Delay §;t [min] Elapsed Time t, [min]
| Ignition N =30min,oc = 20 min) N =30min,oc = 20 min)
1| Propagation N =5min,oc =2 min) N =125min,oc = 10.2 min)

III Peak N((u =10sec,o = 5 sec) N((u = 135.17 min,o = 11.1 min) 15
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Fission Battery Response

» (Graded Shutdown
. Success Criteria - Target power levels and times

Table 4.2: Success Criteria Definition for Reactor Power Level Reduction Events

Target Power Time to

O Phase Power  Reduction Rate Target Power Elapsed Time at Target
P(T;) [%] r; [%/time] [duration] Power T; [min]

I  Ignition 50% 50% per hour 60 min N(u=928,0 = 17.6)

I Propagation 20% 6% per min 5 min N((u = 130.0,0 = 10.2)

III Peak 0% 1% per sec 20 sec N(u=~130.8,0 = 11.1) 16
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NC STATE UNIVERSITY Graded Shutdown - Target Reactor Power Levels
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NC STATE UNIVERSITY Case Study - System Description

Reactor Control System (RCS)

. Fully automated control
. Actuates 6 Control Drums /

» Uses 3 PLCs for redundancy

- Each PLC implements a

software PID loop - 6 total
PID Loops

18
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CASE 1: Event Sequence Diagram [ Fault
Tree Approach

19
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NC STATE UNIVERSITY CASE 1: RCS Unavailability Fault Tree
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NC STATE UNIVERSITY CASE 1: DSP Hardware Failure Rate Estimation

" TMS320 Failure Rate Arrhenius Model
Variant [failures/hr]
1 C25-GBL 1.80 x 109 K 1 1
a
2 (C28-343-ZFEQ 1.82 x 102 AFpcp = exp [( 2 )(T — 7 )]
3 (C55-34-AZAY10 2.10 X 1079 B test  “phase
- - -9
4 (C28-01-PZA 2.26 X 10 Apsp = AFpcp X Agoraron
5 C67-48-EZWT4  4.50 x 10~°
6 C20-3PZ 5.60 X 10~ E, = 1U(0.45,1.00)
- 55 x107°
7 C66-78ACYP 6.55 % 10 I, .. =32815K
8 (C20-6PZ80 14.40 x 10~°

Aderatea = N (U =~ 5.89,0 ~ 3.50) x 107°

22
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Table 4.6. Phase-dependent, temperature adjusted, digital signal processor failure rates.

O Phase Acceleration Factor AF pgp DSP failure rate Apsp [failures/hr]
- Baseline - N(u=589%107°,0 =~ 3.50x 107°)
I Ignition LN (M ~ 2.57 x 101, EF ~ 7.36) LN (M ~ 1.74 x 10~°, EF ~ 11.9)
II Propagation LN (m =~ 7.01 X 10%,EF = 90.2) LN (m ~ 473 X 107%,EF ~ 114)

23
Il Peak LNV (7 ~ 2.82 X 105, EF ~ 73.1) LNV (m ~ 1.90 X 1072, EF ~ 93.7)
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Table 4.8: Temperature Dependent Failure Rates for Programmable Logic Controller, Control Drum Failure Modes

Phase Phase 1 Phase 11

Phase 111

Position Sensor LN (m =~ 4.93 X 10719 EF =~ 11.3) LN (m =~ 2.26 X 107>, EF ~ 262)
LN (M~ 138x1077,EF =~ 6.73) LN (M =~ 6.31 X 107>, EF =~ 47.0)
LN (M ~ 1.74 x 10~°,EF ~ 11.9) LN(f ~ 4.73 x 1075, EF ~ 114)

Drive Motor
PLC DSP

LN (7 ~ 1.49 X 102, EF ~ 17.2)
LN (M ~ 1.22 X 1072, EF ~ 8.58)
LN (M ~ 1.90 X 1072, EF ~ 96.8)

CASE 1: Temperature Dependent Hardware Failure Rates

T T TTTH

24
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CASE 1: Temperature Dependent Hardware Failure Rates
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Table 4.9: Intermediate Event Probabilities, Programmable Logic Controller Failure to Change Power Level on Phase Alert

Phase Phase 1 Phase 11 Phase 111

PLC Failure LN (M =~ 1.10 X 107%, EF ~ 3.90) LN (M =~ 6.90 X 107°,EF ~ 3.52) LN (M =~ 3.19 X 1072, EF ~ 78.2)

Power Supply LN (M =~ 1.10 X 107%, EF ~ 3.90) LN (M =~ 3.77 X 107%,EF ~ 1.41) LN (M =~ 3.93 X 107%,EF ~ 1.41)

DSP Failure LN (M =~ 1.06 X 1072, EF ~ 16.7) LN (M =~ 9.86 X 107%, EF ~ 115) LN (m =~ 3.83 X 1072, EF ~ 90.3) 20
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Table 4.10 Control Drum, Drive Motor, Position Sensor, failure to change power level on demand, by phase
Phase Phase 1 Phase 11 Phase 111
CD Failure LN (M ~ 8.42 X 108 EF ~ 10.1) LN (7 ~ 1.48 X 10~%, EF ~ 49.3) LN (7 ~ 4.95 X 102, EF ~ 8.48)
Position Sensor LNV(7 ~ 3.00 X 10719, EF ~ 15.8) LN (M ~ 4.70 X 1075, EF ~ 263) LN (7 ~ 3.08 X 1072, EF ~ 16.7)

. 26
Drive Motor LN (M ~ 8.41 x 1078, EF ~ 10.2) LN (M ~ 1.31 X 1074, EF ~ 47.1) LN (7 ~ 2.58 X 102, EF ~ 8.44)
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CASE 1: RCS Unavailab
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Table 4.11: Top, Intermediate Event Probabilities, Reactor Control System Failure to Change Power Level on Demand

Phase Phase 1 Phase 11 Phase 111
RCS Failure LN (M ~ 3.09 x 10712, EF ~ 3.65) LN (M ~ 1.68 x 10710 EF ~ 6.20) LN (M ~ 8.07 X 104 EF ~ 44.9)
4 of 6 CDs Fail LN (m =~ 4.40 x 10728, EF ~ 34.1) LN (m =~ 5.34 x 10715 EF =~ 831) LN (M =~ 8.14 X 107>, EF =~ 34.4)

2 of 3 PLCs LN (M~ 3.09 %X 10712 EF ~ 3.65)  LN(m ~ 1.68 x 10710 EF ~ 6.20)

LN (M ~ 3.71 X 1073, EF ~ 274)

ility Fault Tree

27
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End State Likelihoods, Failure to Change Power Level on Alert

Table 4.12: Traditional PRA: Reactor power level likelihoods following shutdown, given external fire event.

ID> End State P(End State)
So  Shutdown LN (i ~ 9.99 x 10~L, EF ~ 1.02)
L, 0% < Power<20% LN (M ~ 8.07 x 1074, EF ~ 44.9)
M,  20% < Power < 50% LN (M ~ 1.68 X 10719, EF ~ 6.20)

H,  50% <Power < 100% LN (M ~ 3.09 X 10712 EF =~ 3.65) 2
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CASE 2: ESD/FT with DEPM & Recoveries
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CASE 2: Reactor Control System Power Down ESD
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CASE 2: RCS Unavailability Fault Tree

RCS
RCS Fails to
Operate on
Demand
) RCS_P_| e RCS_P_II ‘ RCS_P_IIl
PHASE | PHASE Il PHASE Il
RCS Fails to RCS Fails to RCS Fails to
Operate on Operate on Operate on
Demand Demand Demand
1 C © o 1
K_N_PLC K_N_CD
2 of 3PLCs Fail to 4 of 6 Control
Operate on Drums Fail to
Demand Rotate on Demand
: PLC_A ® PLC_B ' PLC_C : CD_| . CD_Il ' cD_lil : CD_IV ' CD_V : CD_VI
PLC A PLC B PLC C Control Drum | Fails Control Drum Il Fails Control Drum il Control Drum IV Control Drum V Control Drum VI
Unavailabl Unavailabl Unavailabl to Rotate on to Rotate on Fails to Rotate on Fails to Rotate on Fails to Rotate on Fails to Rotate on
avallable available avallable Demand Demand Demand Demand Demand Demand
o o ) ) o © o o o
-~ peers | | |
PLC C PLC C Control Drum | Control Drum |
Software Failures . .
Loss of Power Only DSP Sensor Failure Drive Motor
Supply FunictionaliFailure [UNDEVELOPED] [UNDEVELOPED]
: [NOT_PLCi_DSP| : PLC_C_PID_CD
PLCC
- Control Drum
belrerElEs Software PID Loop
Error
1
C) 1
A 1
| 1
® OR GATE . LABEL/ID
PLC_C_DSF : [PL?_C_PID_AE) : PLC_C_PID_TF !
SO Conlzll:cg I(D:rum S :
Software PID SEE] LT AND GATE ! NOT GATE
DSP Accumulated Software PID "
Functional Failure - Transient Fault [ 31
1
— — — K/N GATE ! BASIC EVENT
1
1



NC STATE UNIVERSITY CASE 2: PID Software Failure Rate Estimation

P Ke(t) I

—>>

r(t) e(t)

Plant / I y(t)
Pr%?:ess >

de(t
> D K%V

Table 4.14: Assembler code for proposed zero-order PID control algorithm.

define float @__calculate (float %SET_ POINT, %Pvar, %K,, %Ki, %0K4, %dT)

0: % CErr fsub %SET POINT, %Pvar

l: %Perr load float, float* @PErr

2: %DERR fsub %CERR, %PERR

3: %OUTPUT fmul %Imgg, %DERR

4: store %CEgrr, float* @Perr

5: %tmp1 fmul %K, %Cgrr

6: %OUTPUT fadd %OUTPUT, %tmpl

7 %(X) load float, float* @(X)

8: %(ZCUR) fmul %dT, %CErR

9: %(X) fadd %(X), %(Zcur)

10: store %(2), float* @(X)

11: %(X) fmul %K, %(X)

12: %OUTPUT fadd %(X), %OUTPUT 5
13: return %OUTPUT 3




NC STATE UNIVERSITY

CASE 2: PID Software Failure Rate Estimation

SET POINT PROCESS VARIABLE ¢
PREVIOUS ERROR L CURRENT ERROR | { TRANSIENT FAULT >
,. /
DELTA ERROR ¢

< ACCUMULATED ERROR >

TUNING PARAMETER Ky

]

> OUTPUT =P +1+D

!

Table 4.17: Observer Terms - P

Assembler Instructions DEPM
TUNING PARAMETER Kp

Observer Term

1
1
1
1
1
1
1

®

Evaluated Expression
& Output Error ~(OUTPUT = 0OK)
.. Transient Fault ~(Pysr = OK & Cppp = OK & Dpp = OK)
—: NTEGRAL ( OUTRUTERROR ) Accumylated Error ~(Pgrr = OK & X = OK)
Branching Fault
TIME CONSTANT 9T CURRENT INTEGRAL

(CF =return) & ~(CF, ..+ = 1_fsub)

(:) UNINITIALIZED ELEMENT

@ eLement
,'. @D NITIAL ELEMENT
TUNING PARAMETERK; | T oararstate
( BRANCHING FAULT } () ossERVER
b(return}

-4 /(’ DATA-FLOW ARC

j CONTROL-FLOW ARC

33
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. Calculate instruction failure rate by estimating bit error rate and adjust it for
temperature dependent failure mechanisms.

- Since 1 SRAM bit is implemented using 6 CMOS transistors, estimate transistor

Agpr = AFpgp X <

~ AFpop X 1.12 % 1077

1 - error 1 i
- - X
210 /1 bit 365 %24 / | hour |

error
- bit X hour

use per instruction for this CPU to get instruction failure rate 4,, = U,p X Apgr

Table 4.16: Hardware acceleration factor adjusted instruction soft error rate [error/hour], segmented by phase.

Instruction Soft Error Rate [error/hour]

Phase 1

Phase 11

Phase 111

A'op Uop
Aada  6.12
Ab  6.86
Au  11.9
Astore  3.90
Moad  1.00
Meturn  0.08

LN (m =~ 1.52 X 1078,EF ~ 7.36)
LN (M~ 171 X 1073,EF ~ 7.36)
LN (M ~ 2.96 X 1073,EF ~ 7.36)
LN (M~ 9.71 X 107°,EF ~ 7.36)
LN (m ~ 2.86 X 107°,EF ~ 7.36)
LN (m ~ 2.86 X 107°,EF ~ 7.36)

LN (M ~ 1.48 X 107>, EF = 90.2)
LN (M ~ 1.66 X 107>, EF = 90.2)
LN (m ~ 2.87 X 107°EF = 90.2)
LN (M ~ 9.42 X 107, EF =~ 90.2)
LN (m ~ 2.78 X 107%,EF ~ 90.2)
LN (m =~ 2.78 X 107, EF =~ 90.2)

LN (i ~ 9.96 x 1073, EF ~ 73.1)
LN (m =~ 8.93 X 1073,EF ~ 73.1)
LN (m ~ 1.55 X 1072, EF = 73.1)
LN (i ~ 5.07 x 1073, EF =~ 73.1)
LN (M =~ 1.49 X 1073,EF ~ 73.1)

LN (M ~ 149 x 1073, EF ~ 73.1))

CASE 2: PID Software Failure Rate Estimation
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NC STATE UNIVERSITY CASE 2: PID Software Failure Likelihoods

Table 4.18: Observed Events, PID Software Failure to Change Power Level on Alert

@ alert = P_,[0=Talert Transient Fault]® alert = P_,[0="aert Accumulated Error]

I LN (M ~ 693 x 1079, EF ~ 9.19) LN (7 ~ 5.85 x 1079, EF ~ 11.0)
1| LN (M ~ 3.69 X 1073, EF ~ 376) LN (M~ 1.11 X 1074, EF ~ 127)
I  LN(m =~ 6.67 X 1072 EF ~ 40.9) LN (M ~ 643 X 104 EF ~ 1.42)

Y — P_, [(}S" qo] : Once event W occurs, the probability that ¢ is satisfied within &k time units 35



NC STATE UNIVERSITY CASE 2: DEPM - Software PID Failure Likelihoods
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Figure 4.18: Observed Events, PID Software Failure to Change Power Level on Alert 30
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CASE 2: RCS Power Down End-State Likelihoods

Table 4.19: End State Likelihoods, Power Reduction Events for an External Fire Scenario, with Recovery

ID Power Level P(Power Level) Phase 1 Phase 11 Phase 111
So Shutdown LN (M =~ 9.99 X 1071, EF =~ 1.02) Success Success Success
L 0% < Power < 20% LN(m =~ 7.17 X 107* EF =~ 26.8) Success Success Failure
S, Shutdown LN (m =~ 1.02 X 1078, EF =~ 42.3) Success  Failure Recovery
ML, 0% < Power < 50% LN (m =~ 1.05 X 107, EF ~ 177) Success  Failure Failure
S, Shutdown LN (m =~ 3.14 x 10714, EF ~ 3.56) Failure Recovery Success
L3 0% < Power < 20% LN (M ~ 226 X 1071, EF ~ 34.0) Failure Recovery Failure
Si2 Shutdown LN (m =~ 3.20 X 1072%, EF ~ 52.2) Failure Failure Recovery
HML,,, Power > 0% LN (m =~ 3.31 X 10723, EF ~ 207) Failure Failure Failure
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CASE 3: Integrating Dual Error
Propagation into Dynamic Event Trees
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CASE 3: Reactor Control System Power Down ESD
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NC STATE UNIVERSITY CASE 3: Time Explicit Reactor Power Level, No Recoveries
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NC STATE UNIVERSITY CASE 3: Time Explicit Reactor Power Level, upto 2 Recoveries
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Table 4.20: End State Likelihoods, Dynamic Modeling of RCS Power Level Reduction, with Recovery

NC STATE UNIVERSITY

CASE 3: RCS Power Down End-State Likelihoods

ID Power Level P(Power Level) Phase I Phase I Phase I11
So Shutdown LN(m =~ 9.69 X 1071, EF =~ 1.15) Success Success Success
L, 0% < Power < 20% LN(m =~ 2.83 X 107%,EF =~ 2.92) Success Success Failure
S, Shutdown LN (M ~ 415 %X 107°,EF ~ 20.1) Success Recovery Success
L, 0% < Power < 20% LN (M ~ 116 X 1077, EF ~ 24.2) Success Failure Recovery
M, 20% < Power < 50% LN (m =~ 3.15 X 107°,EF ~ 28.8) Success Failure Recovery
S, Shutdown LN (M =~ 2.40 X 10712, EF =~ 1.37) Failure Recovery Success
L3 0% < Power < 20% LN (m =~ 1.98 X 10713, EF =~ 2.01) Failure Recovery Failure
Si2 Shutdown LN (m =~ 1.03 x 1071, EF =~ 20.4) Failure Failure Recovery
Li;3 0% < Power < 20% LN (m =~ 1.80 X 1072%, EF =~ 6.32) Failure Failure Failure
Mi;3  20% <Power < 50% LN (M ~ 1.64 X 1071° EF ~ 3.58) Failure Failure Failure
Hy>; 50% < Power < 100% LN (M ~ 1.26 X 107%* EF =~ 79.7) Failure Failure Failure
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CASE 2, CASE 3 Comparison

Table 5.1: Comparative Analysis of End-State Likelihoods for Phased Reactor Shutdown on Fire Alert

ID

Power Level

P(Power Level)

Traditional Analysis

Dynamic Analysis

Shutdown
0% < Power < 20%
Shutdown
0% < Power < 50%
Shutdown
0% < Power < 20%
Shutdown

Power > 0%

LN (M ~9.99 x 1071, EF =~ 1.02)
LN (i ~ 7.17 X 10~ EF ~ 26.8)
LN (7 ~ 1.02 X 10°8, EF ~ 42.3)
LN (m ~ 1.05 x 1071 EF =~ 177)
LN (M =~ 3.14 X 10712 EF ~ 3.56)
LN (M ~ 226 X 1071 EF ~ 34.0)
LN (i ~ 3.20 X 10~2%, EF ~ 52.2)
LN (M ~ 3.31 X 10743, EF ~ 207)

LN (7 ~ 9.69 X 1071, EF ~ 1.15)
LN (M ~ 2.83 X 1072, EF ~ 2.92)
LN (M ~ 4.15 X 1075, EF ~ 20.1)
LN (M ~ 1.27 X 107, EF ~ 93.6)
LN (M ~ 2.40 X 10712 EF ~ 1.37)
LN (M ~ 1.98 X 10713 EF ~ 2.01)
LN (M ~ 1.03 x 10717, EF ~ 20.4)
LN (M ~ 1.63 X 10715 EF ~ 3.58)
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But How Does DEPM Compare?
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« Use the ESD from CASE 1and FT fromm CASE 2.
- Replace PID software failure DEPM basic event with alternative models.

» Re-run CASE 1 analysis for each model.

M, := No Model

My := e ABER, t)

e (AFpsp X ABgR, t)

M. :
Mp := DEPM CTMC

Table 5.2 PLC PID software failure model contribution to Reactor Control System unavailability

Phase Phase I Phase 11 Phase 111
No Model LN (M=~ 3.09%x 10712 EF ~ 3.65) LN(m~168x 10719 EF ~6.20) LN (m =~ 8.07 X 1074, EF ~ 44.9)
e ABER, 1) LN (M~ 348 x 10712 EF ~ 3.63) LN(m =~ 1.80x 1071% EF ~ 5.97) LN (M =~ 8.07 X 104, EF ~ 44.9)

e AFpsp X Agert) LN (M ~ 3.18 X 10712, EF =~ 3.65) LN (m ~ 1.58 X 1078, EF =~ 45.9) LN (M~ 1.99 x 1071, EF ~ 89.3)
DEPM CTMC  LN(7m ~3.14 X 1072, EF ~ 356)  LN(M ~ 437 x 107,EF ~57.5) LN (M ~ 1.92 X 1072, EF ~ 38.4) 45
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DEPM Comparison Results

Figure 5.1 Reactor control system failure density estimates with alternative PID software failure model
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Future Work

Model Verification and Validation
- Automated Model Generation

Incorporate Human Actions

Expand the Case Studies

Extend Applications
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Thank You
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